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Common Weakness Enumeration
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A community-developed dictionary of common software weaknesses
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All organizations participating in the CWE
Compatibility and Effectiveness Program are
listed below, including those with CWE-
Compatible Products and Services and those
with Declarations to Be CWE-Compatible.

Products are listed alphabetically by organization name:
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Coverity Coverage for Common Weakness
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Cenzic Product Suite is CWE Compatible

Cenzic Hailstorm Enterprise ARC, Cenzic Hailstorm Professional and Cenzic ClickToSecure are
compatible with the CWE standard or Common Weakness Enumeration as maintained by Mitre
Corporation. Web security assessment results from the Hailstorm preduct suite are mapped to
the relevant CWE ID's providing users with additional information to classify and describe
commen weaknesses found in Web applications.

For additional details on CWE, please visit:

The following is a mapping between Cenzic's SmartAttacks and CWE ID's:

Cenzic
SmartAttack CWE ID/s
Name
Application . "
1 Exception CWE-388: Error Handling
Application . "
2 Exception (WS) CWE-388: Error Handling
Application Path 200+ "
3 Disclosure CWE-200: Information Leak (rough match)
4 Authentication CWE-89: Failure to Sanitize Data into SQL Queries (aka
Bypass "SQL Injection’) (rough match)
5 Authorization CWE-285: Missing or Inconsistent Access Control, CWE-425:
Boundary Direct Request (‘Forced Browsing’)
5 Blind SQL CWE-89: Failure o Sanitize Data into SQL Queries (aka
Injection "SAL Injection’)
7 Blind SQL CWE-89: Failure to Sanitize Data into SQL Queries (aka
Injection (WS) 'SQL Injection’)
B Browse HTTP CWE-200: Information Leak

from HTTPS List
9 Brute Force Login  CWE-521: Weak Password Requirements
10 Buffer Overflow CWE-120: Unbounded Transfer ('Classic Buffer Overflow')

11 ﬁ,‘\g' OverlloW  cwE-120: Unbounded Transfer (Classic Buffer Overfiow')
Check Basic Auth  CWE-200: Information Leak

12 over HTTP
1 Check HTTP g;gl:-&sﬂ: Trusting HTTP Permission Methods on the Server
Methods
‘Cenzic CWE Brochure | October 2009 1

@) coverity’

Coverity Coverage For Common Weakness

CWE D= mapped to Klocwark Java issue types - currant hittpzifwww klocwork_comiproducts/documentation/curren.

CWE IDs mapped to Klocwork Java issue
types

From current
CWE IDs mapped to Kiocwork Java issus types

See also Detected Java Issues.

Alter control flow
Arbitrary control of & resour

Arbitrary code execution

Arbitrary code execution
Alter controt iow
Read sensitrve mtormation|

Denia of seevica

Unauthorized coce executicl

Denisi of service

1ofT

CWE IDe mapped to Klocwork C and C++ issue typesfja -...

CWE IDs mapped to Klocwork C and C++ Fion
issue typesl/ja

From current

< GWE IDs mapped to Klocwork G and C++ issue types
CWE IDs mapped Lo Kioowork C and G++ issus typesija (Stored XSS)

F (fthd>fi 4% Detected C and C++ Issues.

Jescription

hittp-ifwww. klocwork_comiproducts/decumentationicurren...
poes to native code

tampering

| Working Directory
(Stored XSS)

b (Reflected XSS)

b (Reflected XSS)

(http:/lcwe.mitre.org
data/definitions
/20.html)

CWE ID T Ir:rgsformallon from the
ABV.TAINTED AESEANICE S W 7 F—ri—20—
20 SV.TAINTED.GENERIC FEEF 3 FFIF — A DAE A 1

lorms: validate method

SV.TAINTED.ALLOC_SIZE X EUSLU Y TICET AT DEHD

SV TAINTED.CALL INDEX_AGGESS =BI#IFF I L (2§11 B A i

AL lorms: inconsistent validate
BRORHN TV TALL TOER

22
(http:/lcwe.mitre.org
data/definitions
/22.html)

) e Splitting
SVW.CUDS.MISSING_ABSOLUTE_PATH 77 /L MO — |F T it |

2 DA R

73
(http:/lcwe.mitre.org
/data/definitions
/73.html)

SV.CUDS.MISSING_ABSOLUTE_PATH 77 7L O — [ T px used for amay acoess
ReYoedils 1

74

(http:/icwe. mitre.org
/data/definitions
/74.html)

SV.TAINTED.INJECTION OV F A/ T 732 2026111 10:35 AM

77
(http:/lcwe.mitre.org
/data/definitions
/77.html)

SV.CODE_INJECTION.SHELL_EXEC & TILE{TAMIT ¥
DITvI

78
(http:/lcwe.mitre.org
data/definitions
/78.html)

NNTS TAINTED A4 1 —F AAAEBAON(W 27 #—1i—TJ0—
- 3F NULL #8351
SV.TAINTED.INJECTION ¥/ F A v T 72/ 3

88
(http:/cwe. mitre.org

SV.TAINTED.INJECTION ¥/ F A w2/ I 02/ 3
NNTS TAINTED A48 1 —F AN EBAONY 27 #—1i—J0—

226/11 10:34 AM
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The Certifled Secure Software Lifecycle Professlonal (CSSLP) Certification Program

. c S s L P m will show software lifecycle stakeholders not only how to implement security, but how to

glean security requirements, design, architect, test and deploy secure software.

An Overview of the Steps:

(1sc)* ¥ 5-day CSSLP CBK® Education Program
Educate yourself and leam security best practices and industry standards for the software lifecycle through the CSSLP Education
Program.(ISC)* provides education your way to fit your life and schedule.Completing this course will, not only teach all of the

) de N e stablish a security plan across your

TESTING

NOW AVAILABLE
FOR THE




OWASP Top Ten 2007 & 2010 use CWE refs

OWASP TOP 10

OWASP

The Open Web Application Security Project

OWASP Top 10 - 2010

The Ten Most Critical Web Application Security Risks

THE TEN MOST CR
APPLICATION SECY

2007 UPDATE

© 2002-2007 OWASP Foundation

This document is licensed under the Creative

Our methodology for the Top 10 2007 was simple: take the MITRE Vulnerability Trends for 2006, and distill the Top
10 web application security issues. The ranked results are as follows:
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Figure 2: MITRE data on Top 10 web application vulnerabilities for 20086
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Code Review Introduction - OWASP

@v @ (0 | http:/ /www.owasp.org/index.php/Code_Review_Introduction &) ﬂ‘ '\ Q-'l" OWASP Q\
Log in ™
v Ir'G_".I Fa s h b
3 ] [ Go | [ Search )
9 The Open Web Application Security Project
Page Discussion View source History
J a1 1 - .
Navigition Code Review Introduction
b Home
' News ) . Main )
b OWASP Projects ««Code Review Guide History«=« (Table of Contents) »»Preparations»
} Downloads
b Local Chapters Contents [hide]
b Global Committees 1 Introduction
b AppSec Job Board 1.1 Why Does Code Have Vulnerabilities?
» AppSec Conferences 1.2 What is Security Code Review?
b Presentations
b Video
b Press
b Get OWASP Books . W/
b Get OWASP Gear Introduction
b Mailing List
, At? I mtgo'u:.f:sp Code review is probably the single-most effective technique for identifying security flaws. When used together with automated tools and manual penetration testing, code review can significantly increase
ou i the cost effectiveness of an application security verification effort.
b Membership
This guide does not prescribe a process for performing a security code review. Rather, this guide focuses on the mechanics of reviewing code for certain vulnerabilities, and provides limited guidance on
Reference how the effort should be structured and executed. OWASP intends to develop a more detailed process in a future version of this guide.
} How To...
, Péw . [: Manual security code review provides insight into the "real risk” associated with insecure code. This is the single most important value from a manual approach. A human reviewer can understand the
) T::;:: :.sglen - context for certain coding practices, and make a serious risk estimate that accounts for both the likelihood of attack and the business impact of a breach.
b Attacks Why Does Code Have Vulnerabilities?
b Vulnerabilities
} Controls MITRE has catalogued almost 700 different kinds of software weaknesses in their CWE project. These are all different ways that software developers can make mistakes that lead to insecurity. Every one
b Activities of these weaknesses is subtle and many are seriously tricky. Software developers are not taught about these weaknesses in school and most do not receive any training on the job about these problems.
} Technologies These problems have become so important in recent years because we continue to increase connectivity and to add technologies and protocols at a shocking rate. Our ability to invent technology has
b Glossary seriously outstripped our ability to secure it. Many of the technologies in use today simply have not received any security scrutiny. k
+ Code Snippets There are many reasons why businesses are not spending the appropriate amount of time on security. Ultimately, these reasons stem from an underlying problem in the software market. Because
b .NET Pml]ect software is essentially a black-box, it is extremely difficult to tell the difference between good code and insecure code. Without this visibility, buyers won't pay more for secure code, and vendors would be
» Java Project foolish to spend extra effort to produce secure code.
Language One goal for this project is to help software buyers gain visibility into the security of software and start to effect change in the software market.
» English Nevertheless, we still frequently get pushback when we advocate for security code review. Here are some of the (unjustified) excuses that we hear for not putting more effort into security: %
+ Espariol
P "We never get hacked (that I know of), we don't need security™ v

Dane



n“ m () ‘_‘ @ http:/ /projects.webappsec.org/w/page /13246975 /Threat-Classification-Taxonomy-Cross-Reference-View

The Web Application Security Consortium (4 login help
[ciwiki |- Pages & Files ‘ Search this workspace ‘
VIEW 4

Threat Classification Taxonomy Cross Reference View

last edited by 3 Robert Auger 10 months, 3 weeks ago () Page history & Check for plagiarism

‘o Tags: Threat Classification

Threat Classification 'Taxonomy Cross Reference View'

SideBar @
This view contains a mapping of the WASC Threat Classification's Attacks and Weaknesses with MITRE's Common Weakness Enumeration, MITRE's Common Attack Pattern Enumeration and —— U
Classification, OWASP Top Ten 2010 RC1 (original mapping with OWASP Top Ten from Jeremiah Grossman & Bill Corry) and SANS/CWE and OWASP Top Ten 2007 and 2004 (original mapping . Disfmhmd Onen Praxy Honevoats
from Dan Cornell, Denim Group) » Script Mapping
« The Web Security Glossary
WASCID | Name CWE ID CAPEC  |SANS/CWE Top 25 | OWASP Top Ten 2010 OWASP Top Ten 2007 | OWASP Top * Weh Application Firewall Evaluation
D 2009 Ten 2004 Criteria
« Web Application Security Scanner
WASC-01 Insufficient Authentication 287 642 A3 - Broken A7 - Broken A3 - Broken Evaluation Criteria
Authentication and Authentication and Authentication . wmmm
Session Management,  Session Management, | and Session + Web Hacking Incidents Database
» WASC Threat Classification
A4 - Insecure Direct A4 - Insecure Direct management, .
Object References Object Reference A2 - Broken WASC Project Leaders
Access Control » Robert Auger
WASC-02 Insufficient Authorization 284 285 A4 - Insecure Direct  A10 - Failure to A2 - Broken * Wh
. main Laucher
Object References, A7 Restrict URL Access, A4 | Access Control mik
* JErQEY LOrdeyenik
- Failure to Restrict - Insecure Direct « Ofer Shezaf
URL Access Object Reference « Brian Shura
WASC-03 Integer Overflows 190 128 G682 . .
WASC Main Website
WASC-04 Insufficient Transport Layer Protection |311 523 319 Al0 - Insufficient A9 - Insecure « hitp://www.webappsec.org/
Transport Layer Communications
Protection WASC Mailing Lists
« hrtp://lists.webappsec.org/
WASC-05 Remate File Inclusion 98 193 253 | 426 A3 - Malicious File
Execution 'WASC on Twitter
WASC-06 | Format String 134 67 + http: /twitter.com /wascupdates
WASC-07 Buffer Overflow 119 120 10100 |119 A5 - Buffer Join us on Linkedin!
Overflows + http:{ /www.linkedin.com
[groups?gid=83336
WASC-08 Cross-site Scripting 79 181963 |79 A2 - Cross-Site Al - Cross Site Ad - Cross Site
Scripting Scripting (X55) Scripting (X55)
WASC-09 Cross-site Request Forgery 352 62 352 A5 - Cross-Site A5 - Cross Site Request Recent Activity @ b
&
Request Forgery Forgery (CSRF) . Insufficient Data Protection Working T
WAC, 10 Dianisl sf € " ANn 110 AnA AT Cail o Dnebelod A1N  Cail [ AQ Pioeinl mF aditad by Dakart &1nar 1




@ Mhttps:HbuiIdsecurilyin.us—cert.gov;swa;’foru ms.html ;,4 v \'
Software Assurance

Community Resources and Informalion inghouse

ABOUT RESOURCE5|AD\|'TSOR[ES EVENTS | WEBINARS | PODCASTS

SwA Communities Forums =
oo r P— The Software Assurance Frogram of the Department of Homeland Securi] (). () 0) Software Assurance Technology, Tools and Product Evaluation Working Group Resources O
W orums 'orking Groups Cyber Security Division co-sponsors SwA Forums semi-annually with ong
i e e A T ;’ff;n“;c"gf“:c‘ rffmcm‘;“:":;:“;g““‘;g"e”l“‘;"je'tn‘j;“cL‘:j‘:“;‘f:r’n“;:n"f By @' (X )(#&) Mhnps:/lbuiIdsecurityin,us-cert.gov/swa/tgperesrc.html Q)
Processes & Practices academia with vested interests in software assurance to discuss and pro;
seeurity, and reliability in software. m
echnology, Tools & Product Eval. FORUM PRESENTATIONS
e SwA Forum presentations that are released far publication are posted he| O are Surance
:e“’.””":‘ 13th Sc'nf-Annual Software Assurance Forum - Scpl.cr“\'jcr 27-October 1 Communi!y Resources and Information Clean'nghouse
Ll by 12th Semi-Annual Software Assurance Forum - March 9-12, 2010
Malware 11th Semi-Annual Software Assurance Forum - Movember 3-5, 2009 sd by DHS National Cyber Secunty Divisio
Swi Market Place 10th Semi-Annual Software Assurance Forum - March 10-12, 2009 B A ety SO S
Sy e Sth Semi-Annual Software Assurance Forum - October 14-16, 2008
SwA Ecosystem SWA WORKING GROUPS
— B o In between SwA Forums, the DHS SwA Program hosts SwA Working Gro
LLab e b i provide venues for public-private collaberation in advancing software asg
Build Security n e e e e orng Groups are presen)  SWA Communities Technology, Tools and Product Evaluation Working Group
WG sessions, see the EVCan page on Build Security In.
.7,\\%:-'3 . Jun?_\ 21-23, 2010 Working Group ?cs.a“nn .:\%c.-\da and Pmscn%aljons SwA Forums & w°rking Groups
:k" L # December 14-16, 2010 Working Group Session Agenda and Presentd Resources
= A7 - . i | |
S SIS SRS S Workorce Education & Taining e
Homeland Build Security In L
== Processes & Practices Gwh Tools Overview
| We speak
| oo ” - - : P
—= / - Activities Common Attack Pattern Enumeration and Classification (CAPEC)
We use / 2 A
~— R - Resources Common Weakness Enumeration (CWE)
- Collaborations The Data & Analysis Center for Software
Rasasrdh Federal Plan for Cyber Security and Information Assurance Research and Development:
Available for download on the National Coordination Office for Networking and
Acquisition & Outsourcing Information Technology Research and Development site.
Measurement Function Extraction: Automated Behavior Computation for Aerospace Software
’ Verification and Certification (PDF)
We know :
MEC ‘ ik ISO/IEC SC22 OWGV Guidance for Avoiding Vulnerabilities through Language Selection !
and Use Y

R—
maec.mifre.org
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h-Level CWEs Are Now

Part of the NVD CVE Information

[aatormauort o1
vulnerability
management, security
measurement, and

NVD contains:
26736 CVE Vulnerabilities
114 Checklists
91 US-CERT Alerts
1997 US-CERT Vuln Notes
2966 OVAL Queries
12410 Vulnerable Products

Last updated: 03s/2¢/07
CVE Publication rate:
16 vulnerabilities / day

Select the email list(s)
you wish to join, enter
your e-mail address and
press "Add" to receive
NVD announcements or
SCAP information.

I” NVD Announcements
I” SCAP Announcements
I” SCAP Discussion List

I” XCCDF Discussion List
Add

Workload Index

Vulnerability Workload
Index: 9.06

About Us

NVD is a product of the
NIST Computer Security
Division and is sponsored
by the Department of
Homeland Security’s

National Cyber Security

Division. It supports the

compliance (e.g. FISMA).

banners action.
Resource Status

Overview

SQL injection vulnerability in mods/banners/navlist.php in Clansphere 2007.4 allows remote
attackers to execute arbitrary SQL commands via the cat_id parameter to index.php in a

Impact

CVSS Severity (version 2.0):

CVSS v2 Base score: 7.5 (High) (AV:N/AC:L/Au:N/C:P/1:P/A:P) (legend)
Impact Subscore: 6.4

Exploitability Subscore: 10.0

Access Vector: Network exploitable

Access Complexity: Low

Authentication: Not required to exploit

Impact Type: Provides unauthorized access, Allows partial confidentiality, integrity, and
availability violation , Allows unauthorized disclosure of information , Allows disruption of

Email List service

References to Advisories, Solutions, and Tools

External Source: BID (disclzsimer)
Name: 25770
Hyperlink: http://www.securityfocus.com/bid/25770

External Source: MILWORM (disclzimer)
Name: 4443
Hyperlink: http://www.milw0Orm.com/exploits/4443

Vulnerable software and versions

Configuration 1
— Clansphere, Clansphere, 2007.4

Technical Details

Vulnerability Type (View All)
SQL Injection (CWE-89)

CVE

tandard Vulnerability Entry:
http: i i

cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5061

Coamman Dlatfarm Cnumaeatiane

NVD XML feeds
also include CWE

Vulnerability Type (View All)
SQL Injection

(CWE-89)

\ 4

CU

Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Types

CWE List
Full Dictionary View
Classification Tree

Related Activities
Discussion List

Research

Calendar

Free Newsletter
Compatibillty
Program
Requirements
Declarations

Make a Declaration

Contact Us

Search the Site

Weakness ID

Description

Likelihood of
Exploit
Common
Consequences

Potential
Mitigations

CWE-89 Individual Dictionary Definition (Draft 9)

ze Data into SQL Queries (aka

Injection') E3

Status: Incomplete

89 (ieakness Gase)

(‘Search by ID)

CWE List
Full Dictionary View
Classification Tree

Summary Reports

The application fails to adequately filter SQL syntax from user- input.

This can lead to such input being interpreted as SQL rather than ordinary user Sources

data and be executed as part of a dynamically generated SQL query. This is a

specific form of an injection problem, one that explicitly affects SQL databases, in Key

which SQL commands are injected into data-plane input in order to effect the Ui - weakness

execution of dynamically generated SQL statements. B - Base

B - variant
Very High B- Class
GO - chain

Confidentiality: Since SQL databases generally hold sensitive data, loss of & - Composite
confidentiality is a frequent problem with SQL injection vulnerabilities. @ - category
Authentication: If poor SQL commands are Used to check user names and - view
passwords, it may be possible to connect to a system as another user with no O - Deprecated

previous knowledge of the password,

Authorization: If authorization information is held in a SQL database, it may be
possible to change this information through the successful exploitation of a SQL
injection vulnerability.

Integrity: Just as it may be possible to read sensitive information, it is also possible
to make changes or even delete this information with a SQL injection attack.

Requirements specification: A non-SQL style database which is not subject to this
flaw may be chosen.

Design: Follow the principle of least privilege when creating user accounts to a SQL
database. Users should only have the minimum privileges necessary to use their
account. If the requirements of the system indicate that a user can read and
modify their own data, then limit their privileges so they cannot read/write others'
data.

Design: Duplicate any filtering done on the client-side on the server side.

Implementation: Implement SQL strings using prepared statements that bind
variables. Prepared statements that do not bind variables can be vulnerable to
attack.




SHSNE) SAMATE Reference Dataset

L} 7 http://samate.nist.gov/SRD/ O RQ- Google ©
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Search...

Software Assurance Metrics and Tool Evaluation

SAD Home View / Download Search /Download More Downloads Submit Test Suites

Welcome to the NIST SAMATE Reference Dataset Project

The purpose of the SAMATE Reference Dataset (SRD) is to provide users, researchers, and software security assurance tool developers with a
set of known security flaws. This will allow end users to evaluate tools and tool developers to test their methods. These test cases are

designs, source code, binaries, etc., i.e. from all the phases of the software life cycle. The dataset includes “wild™ (production), ™

wnthetic™

[written to test or generated), and "academic™ (from students) test cases. This database will also contain real software applics
kmown bugs and vulnerabilities. The dataset intends to encompass a wide variety of possible vulnerabilities, languages, platfi
compilers. The dataset s anticipated to become a large-scale effort, gathering test cases from many contributors. We have more in
about the SRD, including goals, structure, test suite selection, etc.

Browse, download, and search the SRD

ler Draft Special Publication 500-268

Anyone can browse or search test cases and download selected cases. Please click here to browse the test case repository; or
selected or all test cases. To find specific test cases, please click here.

How to submit test cases

NIST Special Publications:
SP500-268 CWE
SP500-269 CWE
SP800-53a CVE, OVAL, CWE
SP800-115 CVE, CCE, CVSS, CWE

NIST Interagency Reports:
NISTIR-7435 CVE, CVSS, CWE

Source Code Security Analysis Tool
Functional Specification Version 1.0

Information Technology Laboratory (ITL), Software
Diagnostics and Conformance Testing Division

29 January, 2007

Michael Kass
Michael Koo

National Institute of Standards and Technology
Informatien Technolkogy Laboratary

Saftware Diagnostics and Gonfarmance Testing Divisian

NISTIR-7628 CVE, CWE




INL/EXT-10-18381

U.S. Department of Energy
Office of Electricity Delivery
and Energy Reliability

NSTB Assessments
Summary Report:

Common Industrial Control
System Cyber Security
Weaknesses

May 2010

NSTB

ldaho National Labs SCADA Report

P

Level 4

Enterprise Systems:
Business Planning
and Logistics /
Engineering Systems

Corporate Network

3o

ICS Web ICS Business Corporate

Application Client Application Client Hosts
o
s ( AN / WAN / DMZ 0
Operations Management: ICCP Server
System Management / OPC Server

Supervisory Control

@ Information Server
Application Server

Replicated Web Server
Database -

National SCADA Test Be Level 2 Venc!or or
Enhancing control systems security in meenargysscror Supervisory Control Equipment: Engmeer
Supervisory Control Functions / o : Access
Site Monitoring and D:t:g:’:e
SECURE CONTROL SYSTEM/ENTERPRISE ARCHITECTURE Local Display -
Supervisory Control LAN o
Field Locati @ @ @ @ g @
e Toceons ‘ | \ ‘ Supervisory S:ﬁ;;g‘;g Communications
Control Local Dispiay Processor
CONTROL SYSTEM LAN
Backup . — External - . —
i ~ S envarg s . Authentication ( Control Network o
C‘:‘"‘:":'p‘:;’h /G’ @ DB/Historian s;uw,;y Server Level 1 m— - -
_ @ Control Equipment: .,.«L—-
Remote y m: @ Protection and . &
ICCP/other business Local Control Devices S
‘ x 3 RTU istributed PLC
Firewall 7 Control
Business Business Web Applications
Servers Workstations Servers DNS
e — -
Levai 0 ( /0 Network

External

Communications
Infrastructures .
Corp. J

Firewall

L et

Q: IDS Sensor

Equipment Under Control:

Sensors and Actuators

Relay

&

Temperature
Sensor

Pressure
Sensor




Table 27. Most common programmin

e errors found in ICS code.

‘Weakness Classification

Vulnerability Type

CWE-19: Data Handling

CWE-228: Improper Handling of Syntactically Invalid Structure

CWE-229: Improper Handling of Values

CWE-230: Improper Handling of Missing WValues

CWE-20: Improper Input Validation

CWE-116: Improper Encoding or Escaping of Output

CWE-195: Signed to Unsigned Conversion Error

CWE-198: Use of Incorrect Byte Ordering

CWE-119: Failure to Constrain
Operations within the Bounds of a
Memory Buffer

CWE-120: Buffer Copy without Checking Size of Input (**Classic
Buffer Overflow™)

CWE-121: Stack-based Buffer Overflow

CWE-122: Heap-based Buffer Overflow

CWE-125: Out-of-bounds Read

CWE-129: Improper Validation of Array Index

CWE-131: Incorrect Calculation of Buffer Size

CWE-170: Improper Null Termination

CWE-190: Integer Overflow or Wraparound

CWE-680: Integer Overflow to Buffer Overflow

CWE-398: Indicator of Poor Code
Quality

CWE-454: External Initialization of Trusted Variables or Data Stores

CWE-456: Missing Initialization

CWE-457: Use of Uninitialized Variable

CWE-476: NULL. Pointer Dereference

CWE-400: Uncontrolled Resource Consumption (“Resource
Exhaustion™)

CWE-252: Unchecked Return Value

CWE-690: Unchecked Return Value to NULL. Pointer Dereference

CWE-772: Missing Release of Resource afier Effective Lifetime

CWE-442: Web Problems

CWE-22: Improper Limitation of a Pathname to a Restricted Directory
{““Path Trawversal’)

CWE-79: Failure to Preserve Web Page Stucture (““Cross-site
Scripting™)

CWE-89: Failure to Preserve SQL Query Structure (““SQL Injection™)

CWE-703: Failure to Handle
Exceptional Conditions

CWE-431: Missing Handler

CWE-248: Uncaught Exception

CWE-755: Improper Handling of Exceptional Conditions

CWE-390: Detection of Error Condition Without Action




OBJECT MANAGEMENT GROUP

Software Assurance Ecosystem:
The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

EProcess Docs & Artifactsj

Eequirements/Design Docs & Artifactz

Process, People & Documentation

Evaluation Environment
= Some point tools to assist evaluators but mainly manual work
= Claims in Formal SBVR vocabulary

= Evidence in Formal SBVR vocabulary
( Large scope requires large effort

Software System / Architecture Evaluation

= Many integrated & highly automated tools to assist evaluators
= Claims and Evidence in Formal vocabulary

= Combination of tools and ISO/OMG standards

= Standardized SW System Representation In KDM
= Large scope capable (system of systems)
\-Iterative extraction and analysis for rules

i

@ftware System Artifa@

1

~

documentation
Evidence

_

Formalized

()

[Hardware Environment |

Specifications

Software

system

Technical
Evidence

ﬁ
_

Executable
Specifications

/ Claims, Arguments and
Process, People Evidence Repository

Reports
Risk Analysis, etc

1

- Formalized in SBVR

vocabulary

- Automated verification of
claims against evidence

- Highly automated and
sophisticated risk
assessments using
transitive inter-evidence

Qoint relationships /

4

Protection Profiles

ﬁA Controlsﬁ ﬁWE-CAPEC




B, CISQ Standards Infrastructure

ISO 9126
series

ISO 25000
series

I_.

Common
Vulnerability

Scoring System

Common
Weakness
Enumeration

OMG

Architecture Modernization
Platform Task Force

Structured Metrics
Meta-model

Abstract Syntax Tree
Meta-model

Knowledge Discovery
Meta-model

Software Assurance

IT Application
Software Quality
Standard

‘ Defined metrics ‘

e
—_
Weaknesses &

\
R

anti-patterns

Platform Task Force —
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isonec Jtc 1sc 22 NXXXX

ISONEC JTC 1/sC 276 x NXXXXX

REPLACES: N
ISOJIEC JTC 1/SC 27
Information technology - Security techniques
Secretariat: DIN, Germany
DOC TYPE: NB NWI Praposal for a technical report {TR)
TITLE: National Body New Work Item Proposal on “Secure software development and
evaluation under ISO/IEC 15408 and ISO/IEC 18405”
SOURCE: INCITS/CS1, National Body of (US)
DATE: 2008-09-30
PROJECT: 15408 and 18405
STATUS: This document s circulated for consideration at the forthcoming meting of SC 27/WG
3o be held in Redmand (WA, USA) on 2™ - 6" November 2009,
ACTION ID: AcT
DUE DATE:
DISTRIBUTION:  P-, O- and L-Membars

W. Fumy, SC 27 Chairman

M. De Soste, SG 27 Vica-Chair

E.J. Humphreys, K. Naemura, M. Bafién, M.-C. Kang, K. Rannenberg, WG-
Convenars.

MEDIUM: Livelink-servar

NO.OF PAGES:  xx

Secretariat ISONEC JTC 1/SC 27 -

DIN Deutsches Instiut fiir Normung e. V.. Burggrafenstr. 8, 10772 Berlin, Germany

Telephone: + 49 30 2601-2652; Facsimile: + 49 30 2601-1723; E-mail: krystyna passia@din de:
HTTP:hwww jtclsc27 din.defen

Common Criteria v4 CCDB

« TOE to leverage CAPEC &
CWE

» Also investigating how to
leverage ISO/IEC 15026’s
“Assurance Case”
process

US (NIAP) Evaluation Scheme

* Above plus

« Also investigating how to
leverage SCAP

New Work Item Proposal
NP submitting
PROPOSAL FOR A NEW WORK ITEM

Date of presentation of proposal: Proposer: ISONIEC JTC 15C27
YYYY-Ml-DD

‘Secretariat: ISOMEC JTC 1 N 000K
National Bady ISO/IEC JTC 1/5C 27N

A proposal for a new work item shall be submitted to the secretariat of the ISO/IEC joint technical
committee concemed with a capy to the ISO Central Secretariat
Presentation of the proposal

[Title Secure software development and evaluation under ISOAIEC 15408 and ISO/IEC 18405

Scope

In the case where a target of evaluation {TOE) being evaluated. under ISO/IEC 15408 and ISC/EC
18405, includes specific software poriions, the TOE developer may optionally present the developer's
technical rationale for mitigating software comman attack patterns and related weaknesses as described
n the latest revision of the Common Attack Pattern Enumeration and Classification (CAPEC) available.
ffrom hitp:/fcapec. mitre.org!. The developer's technical rationale is expected toinclude a range of

Imitigation techniques, from architectural properties to design features, coding techniques, use of toals or

lother means.

[This Technical Report (TR) provides guidance for the developer and the evaluator on how to use the

(CAPEC as a fechnical reference point during the TOE development life cycle and in an evaluation of the

TOE secure software under ISO/IEC 15408 and 18045, by addressing:

a) Arsfinamant of the IS 15408 Attack Potential calculation table for software, taking into account
the entries contained in the CAPEC and their characterization.

b} How the information for mitigating software common attack patiems and related weaknesses is
used in an IS 15408 evaluation, in particular providing guidance on how to detarmine which
attack patirns and weaknesses are applicable to the TOE, taking into consideration of

1. the TOE technology:

2. the TOE security problem definition;

3. the interfaces the TOE exports that can be used by patential attackers;
4. the Attack Polential that the TOE needs to provids resistance for.

) How the technical rationale provided by the developer for mifigating software common attack
pattems and related weaknesses is used in the evaluation of the TOE design and the
development of test cases.

d) How the GAPEC and related Comman Weakness Enumeration (CWE) taxanomiss are used by
the evaluator, wha needs to consider all the applicable attack pattemns and be able to exploit
specific related software waaknesses whila parforming the subsequent vulnerability analysis
{AVA_VAN) activities on the TOE

&) How incomplete entries from the CAPEC are resolved during an IS 15408 evaluation.

1) How the evaluator's attack and weak lysis of the TOE i olher attacks and
weaknesses not yet documented in the GAPEC.

[The TR also investigates specific slements from the IS0 IEC 15026 (and its revision) are applicable to

fthe guidslines being developed in the TR within the context of IS 15408 and 18405,




ISO/IEC JTC 1/SC 7/WG 3, NWP
“Refining Software Vulnerability Analysis Under
ISO/IEC 15408 and ISO/IEC 18045”

|jf

1;
N\ §i o

I

Conrmo Crmrrodiamon Nanosa

Fi
:
5{

- The way how the CAPEC and related CWE taxonomies are to be used by
the developer, which needs to consider and provide sufficient and effective
mitigation to all applicable attacks and weaknesses.

- The way how the CAPEC and related CWE taxonomies are to be used by
the evaluator, which needs to consider all the applicable attack patterns and
be able to exploit all the related software weaknesses while performing the
subsequent AVA_VAN activities.

- How incomplete entries from the CAPEC are to be addressed during an
evaluation.

- How to incorporate to the evaluation attacks and weaknesses not included
in the CAPEC.




Status of ITU-T Recommendations

x.1500 Cybersecurity Information Exchange (CYBEX) Techniques Final Dec 2010
x.1520 Common Vulnerabilities and Exposures Final Dec 2010
x.1521  Common Vulnerability Scoring System Final Dec 2010
X.cwe Common Weakness Enumeration Draft Aug 2011
x.oval Open Vulnerability and Assessment Language Draft Aug 2011
X.cce Common Configuration Enumeration Draft Aug 2011
x.capec Common Attack Pattern Enumeration and Classification Draft Feb 2012
x.maec Malware Attribute Enumeration and Classification Draft 2012
x.cwss Common Weakness Scoring System Draft 2012
x.cee Common Event Expression Draft 2012
X.cpe Common Platform Enumeration Draft 2012
x.arf Asset Reporting Format Draft 2012
x.xccdf Extensible Configuration Checklist Description Format Draft 2012

Robert A. Martin, 3 March 2011
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The Security
Development Lifecycle

MSO08-078 and the SDL »aaa*

s Hi, Michael here.

Every bug is an opportunity to learn, and the security update that fixed the data binding bug that affected
Internet Explorer users is no exception.

? The Common Vulnerabilities and Exposures (CVE) entry for this bug is CVE-2008-4844.

Before I get started, I want to explain the goals of the SDL and the security work here at Microsoft. The SDL is
designed as a multi-layered process to help systemically reduce security vulnerabilities; if one component of
the SDL process fails to prevent or catch a bug, then some other component should prevent or catch the bug.
Crawl Walk Run The SDL also mandates the use of security defenses whose impact will be reflected in the "mitigations"
section of a security bulletin, because we know that no software development process will catch all security
SDL L Net K bugs. As we have said many times, the goal of the SDL is to "Reduce vulnerabilities, and reduce the severity
of what's missed."

In this post, I want to focus on the SDL-required code analysis, code review, fuzzing and compiler and
operating system defenses and how they fared.

threat modeling

News Background
The bug was an invalid pointer dereference in MSHTML.DLL when the code handles data binding. It's
Blogroll important to point out that there is no heap corruption and there is no heap-based buffer overrun!

When data binding is used, IE creates an object which contains an array of data binding objects. In the code
in guestion, when a data binding object is released, the array length is not correctly updated leading to a
function call into freed memory.

The vulnerable code looks a little like this (by the way, the real array name is _aryPXfer, but I figured
ArrayOfObjectsFromlE is a little more descriptive for people not in the Internet Explorer team.)

int MaxIdx = ArrayOfObjectsFromIE.Size()-1;
for (int i=0; i <= MaxIdx; i++) {
if (!ArrayOfObjectsFromIE([i])

continue;

ArrayOfObjectsFromlIE([i]->TransferFromSource();

}

Here's how the vulnerability manifests itself: if there are two data transfers with the same identifier (so
MaxIdx is 2), and the first transfer updates the length of the ArrayOfObjectsFromIE array when its work was
done and releases its data binding object, the loop count would still be whatever Maxlidx was at the start of

the loop, 2.

This isja time-of-check-time-of-use (TOCTOU) bug that led to code calling into a freed memory block. The
M osoft Security De TRent Commpn Weakness Enumeration (CWE) classification for this vulnerability is CWE-367.

Lifecycle — Process Guidance
Foc) /rﬁx was to check the maximum iteration count on each loop iteration rather than once before the loop

stacte. thic ic tlo et fic £ alOoC IOl s the chack oo ol e mceoiblo to tho oot e o

a time-of-check-time-of-use (TOCTOU) bug that led to code calling into a freed memory block. The
on Weakness Enumeration {CWE) classification for this vulnerability is CWE-367.
TOC TOU ISS0es. We Wil Update SUr training 1o sgdress this.

2 Our static analysis tools don't find this because the tools would need to understand the re-entrant nature of
the code.

Fuzz Testing



Foreword

In 2008, the Software Assurance Forum for Excel-
lence in Code {SAFECode) published the first version
of this report in an effort to help others in the
industry initiate or improve their own software
assurance programs and encourage the industry-
wide adoption of what we believe to be the most
fundamental secure development methods. This
wark remains our most in-demand paper and has
been downloaded more than 50,000 times since its
original relesse

However, secure software development is not only a
goal, it is also a process. In the nearly two and a half
years sincewe first released this paper, the process
of building secure software has continued to evolve
and improve alongside innovations and advance-
ments in the information and communications
technology industry. Much has been learned not
only through increased community collaboration,
but also through the ongoing internal efforts of
SAFECode’s member companies. This znd Edition

aims to help disseminate that new knowledge.

Just aswith the original paper, this paper is not
meant ta be s comprehensive guide to all possible
secure development practices. Rather, it is meant to
provide a foundational set of secure development
practices that have been effective in improving
software security in real-world i by

bringing these methods together and sharing them
with the larger community, SAFECode hopes to
mave the industry beyond defining thearetical best
practices to destribing sets of software engineer-
ing practices that have been shown to improve

the security of software and sre currently in use at

leading software companies. Using this approach

Industry
Uptake

enables SAFECode to encours,
best practices that are proveyf t
and implementable even when
i and
taken into account.

Though expanded, oufkey goals

remain—keep it conflise, actiong

What's New
This edition of tfe paper prescri
updated securify practices that
during the Dyfsign, Programming
ties of the
practices jfave been shown to b

ftware developmery

diverse flevelopment environme]
origingf also covered Training, R
Handfing and Documentation, t
detafled treatment in SA

The paper also contains two important, additional
sections for each listed practice that will further
increases its value to implementers—Common
Weakness Enumeration (CWE) references and
Verification guidance.
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21111
1000
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software Assurance Forum for Excellence in Code

@@ DOriving Security and Integrity

nd software integrity
ifi the global supply chain And thus we have refined
four focus in this paper

sefurity engineering trainin,

/concentrate on the core

areas of design, devel

SAFECode members across their diverse develop-
ment environments.

It is important to note that these are the “practiced
pral:li:!s'emphvy!d by SAFECode members, which
we identified through an angeing analysis of our
members' individual software security efforts. By

The paper also copfains two impartant, additional
listed practice that will further

lue to implementers—Common

sections for ea
increases its
Weakness phumeration [CWE) references and

Verificat)fn guidance.

'SAFECode

oo
i
.;
i’ Driving Security and Tnteqrity

—
B

T

argAvailable that support the Threat Model-
né:ss with automated analysis of designs and
estions for possible mitigations, issue-tracki
kration and communication related to
ess. Some practitioners have hoped their Threat
eling process to the poinwfiere tools are used
itomate as much
jatability of ¢
of s rt with standard diagramming,

ion, integration with a threat database and

kcases, and execution of recurring tasks.

#as possible, raising the
process and providing another

CWE References

tive of the re;
Threat

cation, containing enough informati
each threat and mitigation can be verifieg

tectural diagrams, should also be made a
to testers in order to help define further t|

rification planis a dir
s of the Threat Model a
del itself will serve as a clear ro

During verification, the Threat Model and
mitigated threats, as well as the annotatg

and refine the verification process. A revid]
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Fundamental Practices for
Secure Software Development
2ND EDITION

A Guide to the Most Effective Secure
Development Practices in Use Today

February 8,20m

EpiTor Stacy Simpson, SAFECode

AuTHORS
Mark Belk, Juniper Networks Mikko Saario, Nokia
Matt Coles, EMC Corporation Reeny Sondhi, EMC Corporation

Cassio Goldschmidt, Symantec Corp.
Michael Howard, Microsoft Corp.
Kyle Randolph, Adobe Systems Inc.

Izar Tarandach, EMC Corporation
Antti Vaha-Sipila, Nokia
Yonko Yonchev, SAP AG

Threat Model and verification results shol

made an integral part of the act

declare code complete.

An pl

Much of CWE focuses on implementation issues,

and Threat Modeling is a design-time event. There
are, however, a number of CWEs that are applicable
to the threat modeling process, induding:

CWE-287: Improper authentication is an example
of weakness that could be exploited by a Spoof-
ing threat

CWE-264: Permissions, Privileges, and Access
Controls is a parent weakness of many Tamper-
ing, Repudiation and Elevation of Privilege
threats

CWE-3n: Missing Encryption of Sensitive Data is
an example of an Information Disclosure threat
CWE-400: (uncontrolled resource consumption)

is one example of an unmitigated Denial of
Service threat

a Threat Model could be:

Threat Design

of a portion of a test plan derived from

Mitigation Verification

Identified  Element(s)
Session Gul Ensure ran- Collect session
Hijacking dom session | identifiers
identifiers of | over a number
appropriate | of sessions
length and examine
distribution and
length
Tampering | Process A Use SSLto Assert that
withdata |onserverto |ensurethat |communica-
intransit | ProcessBon | dataisn't tion cannot
client modified in | be established
transit without the use
of SSL

e —

‘BL‘»

#il SAFECode

Dlrvmg seLunlg und Integrity

WE




IBM Software
Technical White Paper

One way to improve software security is to gain a better

understanding of the most common weaknesses that can The SEF refers to the MITRE Common Weakness Enumeration® (CWE) list and the Common
affect software security. With that in mind, there are many Vulnerability E
resources available online to help organizations learn about be tested. Thi

Test and vulnerability assessment

Testing applications for security defects should be an integral and organic part of any
software testing process. During security testing, organizations should test to help ensure
that the security requirements have been implemented and the product is free of
vulnerabilities.

information af
and vulnerabi

Resources available to help organizations protect systems in

against the m)

Resource

Creating a se

Focus plan includes

DoD Information Assurance
Certification and Accreditation
Process ([DIACAR)

The DIACAR defines the minimum stand 5F info . .

accredited by the DoD and authorized 0 s rormorenort — Security in Development: The IBM Secure
application-level security controls, but it i H H

activities, general tasks, and a managem) Englnee"ng Framework

Defense Information Systems
Agency (DISA)

10  Security in Development;
The DISA prevides a security tachnical |

davelopment that offer more granular inforremororrepprearerorsomEreTEvErToTIY
bilty assessment techniques. The chacklist is the same ane used by DoD auditors.

.S, Department of Homealand
Security (DHS)

The DHS offers information an security best practices and tools for application- and soft
part of its “Build Security In" initiative.

The Commaon Weaknessas
Enumeration project, a
cammunity-basad program
sponzored by the MITRE
Corporation, an IBM Business
Partner

The Open Web Application
Security Project (OWASF)

Redguides
The MITRE Corparation maintains the online common vulnerabilities and exposures (CVH for Business Leaders
enurmeration {CWE) knowledge bases about currently known vulnerabilities and types of
knowledge base focuses on packaged software and deals with patches and known vl
knowledge base focuses on code vulnerabilities.

Danny Allan
Tim Hahn

Andras Szakal
Jim Whitmere
Axel Buecker

One of the best sources for information on web application security issues, the OWASP
10 list qr the.most darwgerqus and most commonly found and commonly exploited vuing T —
how to identify, fix and avoid them. the IBM Integrated Product Development process

Cigital Building Security In
Maturity Model (BSIMM)

Created by Cigial, an IBM Business Partner, the BSIMM is cesigned to help organizatio] ™ [Teeine Sy et B reauements
and plan a software sacurity initiative. The focus is on making applications mars securs, , -
process and at later stages in the softwara lfe cycle, 8 Discussing test and vuinersbiity

assessments

|BM ¥-Force™ research and
development team

A global cyberthreat and risk analysis team that monitors traffic and attacks around the
|BM X-Force team is an excelent resource for trend analysis and answers (o questions g
altacks are most common, where they are coming from and what organizations can do
the risks,

IBM Institute for Advanced
Security (IAS)

This comparywice cybersecurity initiative applies 1BM research, senices, software and t
help governments and other clients improve the security and resibency of ther T and by
P9 P y y @ Redbooks
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STANDARD

MSCO0-CPP, Compile cleanly at high warning levels ~ CERT Secure Coding Standards

g Practices > 4, Micehnanus (NSE) » NSCO0-CP. Comple cheatly at high wiening lvels

MSCO0-CPP. Complle cleanly at high warning levels

Aded m st odked by Juatin Pcar on Oct OB, 2000 (yigw chingq) SHOW COMMENT
Duomakie oy

)
Complke code waing the ighast warning kvel avadable for your compllr a9 elningte warnings by madiying the code

Accoring to C09 (LE0/EC 0899:1999) Saxtion §.1.1.3:

frmng mplementation shaf produce t kast one dagnastc messape (dentéed n in W manner) £ preprocessing transietn unt o transiation unk contans 2 voleton of any syntar vk or constran, even / the bohaver & abo

‘ A
Creumstanced.

4
expletly apechied a1 ydefngd o mplementican defned. Diagnitic messages need At be pridiced n
Assuming § conrming implemestation, ehninpting diagaostic messiger il elminate sy Syntacti or constrant vidktions

1 s saurca cade-chacking took i avallsl, use them regularky

Excptons

MSCOO-EX1: Compders can produce dignastic messages for correct code. This & permitted by (99 Wl' which allows o compler to produce a diagnastic for any reason. It s usually proferable to rewrite code to ehminate compler warnings, bt f the
Cose i corrtet 1 fulfiont 10 provide & comment expiening why the wernig masiage doss adt iop COMplrs provde wiys 10 Iopress wirings, Such B SuRaDl formatted Comments or pragmbs, hich can be uied S9Rngly whot the programmer
understnds the mpkations of the warning but has good reason to use the fogged construct anyway.

Do nat smply quikt warnings by adding type casts or other maans. nstead, understand the reason for the warnng and consider @ Detter aproach, Such a8 using matching types and avoling tyde casts whenever possble

Elminsting vioetions of syntax rules nd cther constraints ¢an elminate seriout sofware vuhirab it that can leed 1o the exseution of arbRriry ¢ade whh the permissions of the winerable orocess

= [MITRE 07] CWE ID 563, "Unused Variable"; CWE ID 570, "Expression is Always False"; CWE ID 571, "Expression is Always True"

.“.‘O.M T - o P
e o ®® 0
:...... P s PR .: . Risk Assessment
o‘\.’.. ......Rf
e e 0. JRPAP R ererences
- ® o ® o ® . : ny: el
® o Y [ISO/IEC 9899:1999] Section 5.1.1.3, "Diagnostics
P e o
® o [Sutter 05] Item 1
P RorerT C (Seacord 05a] Chapter 8, "Recommended Practices"

References

I Sacton §.1,1.), ‘Digontics’
] , "Unused Virible”, QNE 10 530, "Expression s Abays Folse’; QN 10 571, ‘Expression s Abwiys True"
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) Onagter B, “Recommended ractices”
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NSA, DHS, Industry Gang Up on Dangerous
Software Errors

Posted by: Stephen Wildstrom on January 12

Computer security experts have warned for years that the endless cycle of software flaws and
exploits will only be broken when we create incentives for software authors and publishers to
get it right. On Jan. 12, the industry took a potentially important step toward that goal when a
broad coalition of companies, government agencies, academics, and advocacy groups
launched a program to assure than software is free of 25 common errors that lead to the bulk
of security problems.

The key to making the program effective is that it goes well beyond recommending best
practices. Software buyers, particularly governments and large corporations are being urged to
demand that vendors certify that code they sell is free of these 25 errors, and there’s nothing
like potential legal liability to get a company’s attention. In addition, colleges are pledging to
train students in writing software and employers can use the guidelines to assess the skills of



2010 CWE/SANS Top 25 Programming Errors List Receives Extensive News Coverage
CWE and the SANS Institute posted the completed 2010 CWE/SANS Top 25 Programming Errors on the CWE and
SANS Web sites on February 16, 2010. A collaboration between the SANS Institute, MITRE, and over 40 top
software security experts in the U.S. and Europe, the list provides detailed descriptions of the top 25 programming
errors along with authoritative guidance for mitigating and avoiding them.

The release received extensive news media coverage:
o Top 25 Most Dangerous Programming Errors Revealed, InformationWeek, February 16, 2010

¢ Hold vendors liable for buggy software, group says, Computerworld, February 16, 2010

e Top 25 Programming Errors Highlight Application Security Challenges, eWeek, February 16, 2010

CWE and Top 25 Are Main Topics of Federal News Radio Interview
Federal News Radio interviewed CWE/CAPEC Program Manager Robert A. Martin on March 10, 2010 about CWE and
the Top 25 Most Dangerous Programming Errors. In the interview, entitled "Top federal software security holes
exposed,” Martin states: "The big problem is that traditional education in our country and across the world for
software developers, for testers, for program managers has pretty much ignored this area. We put them into our
software because we didn't know how they happened. So the CWE, the full Common Weakness Enumeration and
then this prioritized part of the CWE, which we're calling the Top 25 Most Dangerous Programming Errors is
basically an education tool at the first level. These are issues you should be aware of. You should ask your
developers "have you been trained to recognize these if someone puts them in accidentally? Do you know how to
program around these so that you don't introduce them?" You test people. "Do you know how to try to misuse and
abuse your system?" So that, if there any of these latently in your software, you can find them before the user has
it in his hands." A summary of the interview was published on the Federal News Radio Web site.

CWE Mentioned in Federal News Radio Interview about Software Assurance
Federal News Radio interviewed Joe Jarzombek, director for software assurance in the National Cyber Security
Division of the Department of Homeland Security, on March 3, 2010 about software assurance. In the interview,
entitled, "Software assurance affects more than just programmers,” Jarzombek “"explains why the CWE benefits
cyber security -- and why this impacts more than programmers.” A summary of the interview was published on the
Federal News Radio Web site.

Top 25 Programming Errors: Should Software Developers be Liable?, Bankinfo Security, February 16, 2010

Is It Time For Software Liability? Information Week, February 16, 2010

Group Proposes Suits Over Faulty Code, Gov Info Security, February 16, 2010

The top 25 most dangerous programming errors, Sunbelt Blog, February 16, 2010

«a ® =8 8 8

Experts: Developers Responsible for Programming Problems, Computerworld/IDG Norway, February 16,
2010
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Top 25 Series — Summary and Links ) Passwords

Posted by Frank Kim on April 6,2010 = 3:41 pm Jim on Seven Security
Filed under Top25 (Mis)Configurations in Java
web.xml Files
As requested here are the links to all the posts on the Top 25 Most Dangerous Programming Errors. Please let us know if you Nick Owen on Some Thoughts
have any suggestions or comments. About Passwords
| — Cross-Site Scriptin S ARCHIVES
2 - SQL Injection | Select Month 3]
3 — Classic Buffer Overflow
— Cross-Site Reguest Forgery (CSRF META
5 — Improper Access Control (Authorization) Log in
6 — Reliance on Untrusted Inputs in a Security Decision
7 - Path Traversal Entriaa RSS
8 — Unrestricted Upload of Dangerous File Type Comments RSS

9 — OS Command Injection
|0 — Missing Encryption of Sensitive Data

| | — Hardcoded Credentials
|2 — Buffer Access with Incorrect Length Value
| 3 — PHP File Inclusion

|4 — Improper Validation of Array Index
|5 — Improper Check for Unusual or Exceptional Conditions

| & — Information Exposure Through an Error Message

|7 = Integer Overflow Or Wraparound
|8 — Incorrect Calculation of Buffer Size INTTTA T‘IZ\E)E] 0
|9 — Missing Authentication for Critical Function

20 — Download of Code Without Integrity Check December 10-17
Washington DC

2| — Incorrect Permission Assignment for Critical Response
22 — Allocation of Resources Without Limits or Throtting

23 — Open Redirect
24 — Use of a Broken or Risky Cryptographic Algorithm

25 — Race Conditions
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Recent Posts SDL and the CWE/SANS Top 25

SDL Threat Modeling Tool 3.1.4
ships!
Early Days of the SDL, Part Four Bryan here. The security community has been buzzing since SANS and MITRE's

Early Days of the SDL, Part joint announcement earlier this month of their list of the Top 25 Most Dangerous

Three Programming Errors. Now, | don't want to get into a debate in this blog about

Early Days of the SDL, Part Two  Whether this new list will become the new de facto standard for analyzing

Early Days of the SDL, Part One  S€CUrity vulnerabilities (or indeed, whether it already has become the new
standard). Instead, I'd like to present an overview of how the Microsoft SDL maps

Tags to the CWE/SANS list, just cwe Tige Education? Manual Process? Tools? Threat Model?
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CWE Outreach: A Team Sport
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Improving Software Security
by Eliminating the CWE
Top 25 Vulnerabilities

n January 2009, MITRE and SANS issued the “200%9
CWE/SANS Top 25 Most Dangerous Program- | detect and prevent malicions Web
ming Errors” to help make developers more aware | 20). Howeer, the industry has seen
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ABSTRACT

I order to reach the goals of the Information Security Automation
Program (ISAF) [1] we propose an omtological approach o
capturing and utilizing the fundamental soncepts in information
security and their relationship, retricving vulnerability data and
reasoning about the cause and impact of vulnerabilities. Our
aatology  for  vulnerability management (OVM) has  been
populated with all vulnerabilities in NVD [2] with additiesal
inference rules, knowledge represemation, and data-reining
mechanisms.  With the seamless  integration  of  common
vulnerabilitica and their related concepis such as attacks and
counterrpeasures, OWVM provides a promising pathway te making
[SAP succesafal.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks): General [Security
and  protection], K65 [Management of Compuoting and
Information Systems]: Security and Protection;

General Terms
Ontelogy, Security, Vulnerability Analvsis and Management

Keywords
Secarity  walnerability, Semantic  techeology,  Onielogy,
Wulnerability aralysis

1. INTRODUCTION

The Information Security Automsation Program (I5APF) iz a U8,
povernement multi-agency initiative 1o enable sutomation and
standardization of technical security operations [1]. hs high-level
poals include standards based automaition of sccurity checking and
remediation as well as antemation of technical complance
activitics, s low-level obgmm:s include cnxh]mg mdands
based commuonication of wvulnessbility data, and
managing configuration baselines for various 1T products,
assessing information systems and reporiing compliance status,
using standard metrics o weight and  aggregate  potertial

vulnerability impact, and remediating identified vulnerabilities [1].

Secure computer systems ensure that confidentiality, integrity,
and  availability are maintzined for usess, data, and ofher
inforrmation sssets, Over the past & few decades, & significantly
large amount of knowledge has been accumulated in the area of
information secusity. However, a lot of concepts in information
seeurity are vaguely defined and sometimes they have different

Permission to make digital ar hard copies of all or pant of this work for
persomal or classroom use is granted wittout fee provided that coples zre
oot made or distibuted for profit or commercizl advantage and that
copies bear this natice and the full citation on the first page. To copy
otherwise, to repoblish, to post oo servers ar o redistribote o lists,
requines priar specific permission and'oc a fee.

CENRW 09, April 13-15, Ok Ridge, Termesses, (154
Copyight © 2009 ACM 578-1-60558-518-5 . §5.00

semantics in different contexts, causing misunderstanding among
stake holders due o the language ambiguity. On the other hand,
the standardization, design and development of seeurity tools [1-
5] require a systematic classification and definition of security
coneepts and techniques. It &5 important o kave a clearly defined
\'mabulary and standardized languape as means 10 accurately

i systemm  vilnerability  information  and  their
munmmssums among all the people involved. We believe that
semantic technolopy in general, and ontology in pamiculas, could
be a wseful ool for system security. Owr rescanch work has
confirmed this belicf and this paper will repont some of our werk
in this area,

An omtology is & specification of concepts and their relationship,
Ontolegy represents knowledge in a formal and stroctured fosm.
Therefore, ontology provides a betiee ool for communication,
reusability, and organizston of knowledpe Omwology is a
knowledge represcotation (KR) sysiem based on Description
Logies (DLs) [£], which is an umbrella name for a family of KR
forrnalisms nepresenting knowledge in various domains. The DL
fornalism specifies a knowledge domain as the “world” by first
defining the relevant coneepts of the domain, and then it uses
these concepts to spocify propertics of objects and individuals
occurring in the domain [10-12) Semantic technologies not only
provide a ool for communication, but alse a foundation for high-
level reasoning and decision-making. Onwwlogy, in particular,
provides the potential of formal logic inference based on well-
defined dats and knowledge bases. Omtology captuses the
relationships  between collected data and wse the explicit
knowledge of concepts and relationships o dedwes the implicit
and inberent knowledge. As a matter of fact, a heavy-weight
ontolegy could be defined as a formal logic system, as it includes
facts and rules, concepls, concepl tEaxonomies, relationships,
properties, axioms and constraints,

A vulnerability 15 a security flaw, which arses from compuicr
gyatem design, implementation, maintenance, and operation.
Research in the arsa of valwerability analysis focusea on discovery
of previcusly unknown vulncsabilities and quantification of the
security of systems according to some metrics. Rescarchers at
MITRE have provided a standard formar for naming a security
vilnerability, called Common Vulnerabilitiess and Exposures
(CVE) [14], which assigns each voleerability 2 usique
identification nomber. We have designed a vulnerability ontology
OWM [(ontology for vulnerability management) popalated with all
caisting vulnerabilities in WVD [2]. It supports rescarch on
reasoning  about  valnerabilitics  and  charscterization  of
vilnerabilitics and their impact on compating systems, Veadors
and wsers can use our oatology in support of valnerability
analysis, tool development and volnerability management

The rest of this paper & organized as follows: Section 2 presents
the architecture of our OVM. Section 3 discusses how to populate
the OVM with vulnerability instances from NVD and other
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Linkage with Fundamental Changes in Enterprise Security Initiatives

Twenty Critical Controls for Effective Cyber Def
Guidelines

What the 20 C5C Critics say...
20 Critical Security Controls - ¥ersion 2.0

20 Critical Security Controls - Introduction (Version 2.0)
Critical Control 1: Inventory of Authorized and Unauthorized
Critical Control 2: Inventory of Authorized and Unauthorized

Critical Control 3: Secure Configurations for Hardware and 5d
servers

Critical Control 4: Secure Configurations for MNetwork Devicey
Critical Control 5: Boundary Defense
Critical Control 6: Maintenance, Monitoring, and Analysis of 4
Critical Control 7: Application Software Security

Critical Control 8: Controlled Use of Administrative Privilege
Critical Control 9: Controlled Access Based on Meed to Know

CAG: Critical Control 7: Application Software Security

<< previous control Consensus Audit Guidelines next control »>

How do attackers exploit the lack of this control?

Attacks against vulnerabilities in web-based and other application software have been a top priority for criminal
organizations in recent years. Application software that does not properly check the size of user input, fails to
sanitize user input by filtering out unneeded but potentially malicious character sequences, or does not
initialize and clear variables properly could be vulnerable to remote compromise. Attackers can inject specific
exploits, including buffer overflows, SQL injection attacks, and cross-site scripting code to gain control over
vulnerable machines. In one attack in 2008, more than 1 million web servers were exploited and turned into
infection engines for visitors to those sites using SQL injection. During that attack, trusted websites from state
governments and other organizations compromised by attackers were used to infect hundreds of thousands of

b CWE and CAPEC included in Control
7 of the “Twenty Critical Controls for

- =1

-

Critical Contry
Critical Contry
Critical Contrg
Critical Contrg
Critical Contry
Critical Contry
Critical Contry
Critical Contrg
Critical Contrg

Source code testing tools, web application security scanning tools, and object code testing tools
have proven useful in securing application software, along with manual application security
penetration testing by testers who have extensive programming knowledge as well as
application penetration testing expertise. The Common Weakness Enumeration (CWE)
initiative is utilized by many such tools to identify the weaknesses that they find. Organizations
can also use CWE to determine which types of weaknesses they are most interested in

Critical contrd @ddressing and removing. A broad community effort to identify the “Top 25 Most Dangerous
Critical Contrd Programming Errors” is also available as a minimum set of important issues to investigate and
address during the application development process. When evaluating the effectiveness of
testing for these weaknesses, the Common Attack Pattern Enumeration and Classification
(CAPEC) can be used to organize and record the breadth of the testing for the CWEs as well as a
way for testers to think like attackers in their development of test cases.

Effective Cyber Defense: Consensus

Procedures and tools for implementing t Audit Guidelines”
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